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Plug-and-Play Deployment
Configuration

About This Chapter

This chapter describes how to implement plug-and-play deployment on ARs in the
Huawei Cloud Managed Network Solution.

6.1 Overview of Plug-and-Play Deployment

6.2 Understanding Plug-and-Play Deployment

6.3 Application Scenarios for Plug-and-Play Deployment

6.4 Licensing Requirements and Limitations for Plug-and-Play Deployment

6.5 Configuring Plug-and-Play Deployment

6.1 Overview of Plug-and-Play Deployment

Definition

Purpose

Cloud-based management is a feature in the Huawei Cloud Managed Network
Solution. This solution provides a cloud management platform for configuring and
maintaining network devices uniformly. In this solution, plug-and-play deployment
does not require manual intervention. It is a fast device deployment mode in cloud
management scenarios.

Traditional network solutions have many network deployment problems, such as
high deployment costs and O&M difficulties. These problems are obvious in
enterprises with many branches or geographically dispersed branches. Huawei
Cloud Managed Network Solution can solve these problems. It implements
centralized device management and maintenance through the cloud management
platform, significantly reducing network deployment and O&M costs.
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Plug-and-play deployment implements device deployment without manual
intervention on the cloud management platform through the registration center
deployed in the Huawei public cloud.

6.2 Understanding Plug-and-Play Deployment

Basic Concepts

Cloud management platform: is a core component in the Huawei Cloud
Managed Network Solution. This component uniformly manages Huawei
network devices, such as access routers (ARs), switches, and firewalls. Plug
and play of network devices can be implemented through the cloud
management platform.

Registration center: is a main component in the Huawei Cloud Managed
Network Solution. This component allows querying device management mode
and home cloud management platform. According to the query result, a
device determines whether to change to the cloud-based management mode
and which cloud management platform it must register with. Currently, ARs
work in cloud-based management mode by default.

Process of Implementing Cloud-based Management on ARs

In the Huawei Cloud Managed Network Solution, there are three phases from
managed AR deployment to unified device management on the cloud
management platform.

1.

ARs obtain the cloud management platform's address information.

This phase is the preparation phase in cloud-based management. Routers
must first obtain the cloud management platform's URL/IP address and port
number. Now these routers are ready to communicate with the cloud
management platform. Two methods are available to obtain the cloud
management platform's address information, as described in Table 6-1.
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Table 6-1 Methods to obtain the cloud management platform's address

information
Method | Description Scenario Priority
Through | Option 148 is configured on a | This method High
a DHCP | DHCP server to carry the cloud | applies to the priority.
server management platform's cloud managed This
address information. Routers networks on which | method
obtain the information devices cannot is
through the DHCP server. communicate with | preferred
the Huawei device | if routers
registration query | can use
center. The cloud multiple
management methods
platforms of these | to obtain
networks are often | the cloud
built by manage
enterprises. ment
platform'
s address
informati
on.
Through | Routers use the Huawei device | This method Low
the registration query center's applies to the priority
registrat | URL/IP address and port cloud managed
ion number that are preconfigured | networks on which
center or obtained through a devices can

software upgrade to access
the registration center and
then obtain the cloud
management platform's
address information based on
their ESNs or MAC addresses.

communicate with
the Huawei device
registration query
center. The cloud
management
platforms of these
networks are the
Huawei public
cloud platform.

ARs register with the cloud management platform for authentication.

Routers obtain the cloud management platform's URL/IP address and port
number, register with the cloud management platform for authentication, and
establish a NETCONF transmission channel. Before the authentication, the
cloud management platform needs to import the ESN, device type, and CA
certificate of each router. Each router has a local certificate and CA certificate
configured before delivery.

ARs are unified managed by the cloud management platform.

After NETCONF transmission channels are established, the cloud management
platform can manage and operate the routers. All the data exchanged
between the cloud management platform and routers will be encrypted.

For details about how the cloud management platform manages routers, see
the documentation of the Huawei Cloud Managed Network Solution.
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How to Obtain the Cloud Management Platform's Address Information
Through a DHCP Server

In the Huawei Cloud Managed Network Solution, DHCP can implement plug-and-
play deployment of routers and configure the cloud management platform's
address information. In Figure 6-1, administrators need to deploy the DHCP server
function on the network egress gateway or deploy an independent DHCP server
on the network, and then configure DHCP Option 148, including the cloud
management platform's URL/IP address and port number. After a router connects
to the network, it initiates a request to the DHCP server to obtain the cloud
management platform's address information. After the DHCP server receives the
request, it replies with a DHCP packet carrying Option 148. The router receives this
DHCP packet, obtains the cloud management platform's URL/IP address and port
number, and registers with the cloud management platform for authentication.

Figure 6-1 Obtaining the cloud management platform's address information
through a DHCP server
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How to Obtain the Cloud Management Platform's Address Information
Through the Registration Center

In addition to using DHCP, routers can obtain the cloud management platform's
address information through the registration center, implementing plug-and-play
deployment. In the network shown in Figure 6-2, the cloud management platform
needs to establish an HTTP2.0 connection with the registration center and
synchronize information about the devices to be managed; routers need to
establish an HTTP2.0 connection with the registration center and obtain the cloud
management platform's address information.
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Figure 6-2 Cloud managed network including the registration center
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The cloud management platform establishes an HTTP2.0 connection with the
registration center.

In Figure 6-3, administrators import new device information, including the ESN
and device type, into the cloud management platform, and then the cloud
management platform initiates an HTTP request to the Huawei device registration
query center to upload the information. After the Huawei device registration query
center receives the request, it performs bidirectional authentication and
establishes an HTTP2.0 connection with the cloud management platform. After
the HTTP2.0 connection is established, the cloud management platform uploads
the new devices' ESNs and the cloud management platform's address information
to the Huawei device registration query center.
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Figure 6-3 Cloud management platform establishing an HTTP2.0 connection with
the registration center
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ARs establish an HTTP2.0 connection with the registration center.

The ARs that are delivered most recently and support cloud-based management
will have the Huawei device registration query center's URL
(register.naas.huawei.com) and port number (10020) preconfigured. The ARs that
were delivered earlier and support cloud-based management do not have this URL
and port number preconfigured and can be upgraded to the latest software
version to obtain default settings. In Figure 6-4, after a router connects to the
network, it initiates an HTTP request to the registration center. The router and
registration center then establish an HTTP2.0 connection for bidirectional
authentication. After the connection is established, the router sends a request
packet carrying its ESN and system MAC address to the registration center. The
registration center receives the request packet, finds the corresponding ESN in the
system, and sends a response packet carrying cloud management platform
information to the switch. Based on the information, the router can register with
the cloud management platform for authentication.
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Figure 6-4 Routers establishing an HTTP2.0 connection with the registration
center
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6.3 Application Scenarios for Plug-and-Play
Deployment

In the Huawei Agile Cloud Network Solution, routers are plug-and-play and can
automatically register with the cloud management platform over the Internet for
zero touch deployment. Additionally, cloud-managed routers allow delivering
operations through the cloud management platform anytime, anywhere, achieving
fast batch service configuration.

In Figure 6-5, the egress gateway also functions as the DHCP server, which is
configured with Option 148 containing the cloud management platform's address
information. Using DHCP, routers obtain the cloud management platform's
address information and become plug and play. This networking applies to the
enterprise-built cloud management platforms that are not connected to the
Huawei device registration query center.
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Figure 6-5 Obtaining the cloud management platform's address information
through DHCP

Cloud management platform

Egress gateway
(also as a DHCP server)

Router A Router B

In Figure 6-6, the Huawei device registration query center is deployed in the cloud
managed network solution. The cloud management platform synchronizes the
device information imported by administrators to the registration center in real
time. Routers then send requests to the registration center, automatically obtain
the cloud management platform's address information, and become plug and
play. This networking applies to the Huawei public cloud management platform
and MSP-built (including enterprise-built) cloud management platforms that are
connected to the Huawei device registration query center.
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Figure 6-6 Obtaining the cloud management platform's address information
through the registration center
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6.4 Licensing Requirements and Limitations for Plug-
and-Play Deployment

Involved Network Elements

In addition to ARs, the cloud managed network solution involves the following
network elements:

e Cloud management platform

e Firewalls

e Switches

Licensing Requirements

Plug-and-play deployment is a basic feature of ARs and is not under license
control.

Feature Limitations

The plug-and-play function does not take effect when the router cannot meet all
the following conditions: unconfigured, no console port input, and no user login.
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(11 NOTE

Only the AR161G-Lc support plug-and-play deployment.
V200R010C10 and later versions support plug-and-play deployment.

6.5 Configuring Plug-and-Play Deployment

Context
In the Huawei Cloud Managed Network Solution, there are three phases from
managed AR deployment to unified device management on the cloud
management platform.

Procedure

1. ARs obtain the cloud management platform's address information. This phase
can be implemented through DHCP and the registration center, as shown in
Table 6-2.

Table 6-2 Methods to obtain the cloud management platform's address
information

Method Configuration Procedure

Through a DHCP | 1. Configure option 148 ascii

server agilemode=tradition;agilemanage-
mode=ip;agilemanage-domain=/p-
address,agilemanage-port=port-number on the
DHCP server.

e agilemode indicates the device management
mode.

e agilemanage-mode indicates whether a router
obtains the cloud management platform's URL or
IP address.

e agilemanage-domain indicates the cloud
management platform's URL or IP address.

e agilemanage-port indicates the port number
used by the cloud management platform.

2. Ensure that the router is unconfigured, has no
console port input, and has no user login. After these
routers are connected to the network, they
automatically obtain the cloud management
platform's address information using DHCP.
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Method Configuration Procedure
Through the 1. Administrators import device information of routers,
registration including the device ESN and device type, into the
center cloud management platform. After the information is

imported, the cloud management platform uploads
the device ESNs and corresponding cloud
management platform's address information to the
Huawei device registration query center.

2. Ensure that the router is unconfigured, has no
console port input, and has no user login routers. The
routers that are delivered most recently and support
cloud-based management will have the Huawei
device registration query center's URL
(register.naas.huawei.com) and port number (10020)
preconfigured. The routers that were delivered earlier
and support cloud-based management do not have
this URL (register.naas.huawei.com) and port number
(10020) preconfigured and can be upgraded to the

latest software version to obtain default settings.

ARs register with the cloud management platform for authentication.

Routers obtain the cloud management platform's URL/IP address, and port
number, register with the cloud management platform for authentication, and
establish NETCONF transmission channels. Before the authentication, the
cloud management platform needs to import the ESN, device type, and CA
certificate of each router. Each router has a local certificate and CA certificate
configured before delivery.

The cloud management platform manages ARs.

After NETCONF transmission channels are established, the cloud management
platform can manage and operate the routers. All the data exchanged
between the cloud management platform and routers will be encrypted.

For details about how the cloud management platform manages routers, see
the documentation of the Huawei Cloud Managed Network Solution.
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